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Gidi thigu
Dong luc nghién citu

Cac cudc tan céng mang ngay cang tinh vi, boc 16 nhitng han ché clia cac hé thdng dya trén co sé dit
licu c6 sin va tap luat truyén théng, vén kho dbi phé véi tan cong khai thic zero-day, phan mém doc hai
da hinh v& ty 1é canh béo gia cao. Trong khi d6, ML va DL mang lai nhitng gidi phap thay thé manh mé,
nhung van déi mit v6i nhidu thach thitc nhu dit liéu nhidu va méit can bang, du thita diic trung, cling nhu
kha nang dién gidi kém. Hon nita, nhiéu mo hinh chua dap tng dudce yéu cau suy luan thdi gian thiyc va kha
nang mé rong trong thuc té. Pé khic phuc nhitng khoang tréng nay, luan an dé xuit mot 16 trinh théng
nhit gdm can bing dit liu, tinh chinh dic trung, t6i wu héa mé hinh vi suy luan da mo6 hinh nhim xay
dung hé théng phéat hién xam nhap vi mi doc dya trén Al chinh xac, bén vitng, dé giai thich va c6 kha

nang trién khai.

Thach thic nghién ctu
Luéan an nay tap trung vao nhitng thach thic chinh sau:

1. Thach thic 1: Cac bo dif lieu an ninh mang thudng mét can bing nghiém trong, khi phan 1én mau
thuoc vé luu lugng hop 1é hodc mot vai loai tan cong phd bién, trong khi cac mdi de doa hiém nhiung
nguy hidm lai bi thiu miu dai dién. Diéu nay dan dén viéc mo hinh hoc bi thién léch va kém hiéu

qué trong phét hién cac tin cong thiéu sb.

2. Thach thitc 2: Dat duge do chinh xic cao va ty 1é bao dong giad thip trong cic hé théng phat hién
xam nhap dya trén Al dong thoi vAn duy tri hiéu nang téng thé va kha nang giai thich, 1a mot thach

thitc no6i chung déi véi hoc may.

3. Thach thitc 3: He théng phat hién xam nhap mang phai xt 1y khdi lugng 16n luu lugng mang & téc
do duong truyén véi do tré téi thiéu. Tuy nhién, do phic tap tinh toan ciia cdc mo hinh hoc may

thuong can tré kha ning trién khai thoi gian thuyc.

Muc tiéu nghién citu

e Muc tieu 1: Téng quan vé céc loai tan cong mang. Nghién ctu, danh gi4 cac phuong phép phét hien

xam nhap va mé doc, phan tich wu diém vd nhuge diém cla ting phuong phép.

e Muc tieu 2: Dé xuat phuong phép ting cuong chat lugng cic mau tan cong thiéu sb, lya chon céc

méau l6p da s6; xac dinh cac dic trung quan trong trong tap di lieu huan luyén.

e Muc tieu 3: Huéng t6i viec tich hgp mang no-ron véi cdc mo hinh boosting théng qua chién luge soft

voting va stacking nhim tang cuong kha ning chéng chui tAn cong mang.

e Muc tiéu 4: Cac hé théng phat hién dya trén Al thuong gip van dé do tré suy luan va kha ning mé
rong han ché. Muyc tiéu ndy nhim thiét ké mot kién trac phat hién linh hoat, théng lugng cao, hd trg

co ché cAm nhan ludng va suy luan song song.

Pham vi nghién cttu

Dé dat dugc cac muc tiéu ciia luan an nay, ching toi tap trung vao cac linh vic trong tam sau:



Gidi thiéu 2
1. Nghién citu ciu tric dit lieu va tinh trang mat can bing 16p trong cac bo dit lieu phat hién xam nhap,
dong thai khio sat higu qua ciia cic mo6 hinh hoc may va hoc sau.

2. Tap trung nghién ctu xay dung cac kién trac phat hien nhe, thong luong cao, phit hgp cho trién khai
thoi gian thyc trong cic mang quy mo 16n.

Phuong phap nghién ctru

Luan an nay 4p dung mot phuong phép nghién citu c6 hé théng va phan tang.

Doéng gép nghién ctu
Cac déng goép chinh ciia luan an bao gom:

1. Chung toi dé xuit phuong phap ting cudng tap dit licu va tdi wu hoéa tap dac trung. Cach tiép can
nay tich hop viéc sinh méau déi khang dé lam giau cho céc 16p thiéu s6, dong thai ap dung ky thuat
loc dé giit lai nhitng mau c¢6 ¥ nghia ngit nghia tit 16p da sb.

2. Dé xuat phuong phap két hgp mang no-ron véi cac b phan loai boosting thong qua chién luge soft
voting va stacking. Dé tan dung uu diém bd sung ctia hoc sau va cdc mo hinh boosting dé nang cao

do chinh xac va tinh khang cy trong phat hién xam nhap mang.

3. Chung to6i thiét ké va trién khai NetIPS, mot kién tric phéat hién va ngan chin xam nhap nhe, hoat

dong theo thoi gian thuc va dude t6i wu cho cac mdi trudng mang quy mo 1én.

Cau tric luan an
Luan an nay dudc cau tric thanh bén chuong:

e Chuong 1: Trinh bay cac kién thiic nén tang vé phat hién xam nhap va mé doc, tap trung vio cac

k¥ thuat hoc may, hoc sau va phuong phap ensemble.

e Chuong 2: Dé xuét cic phuong phap ting cudng dit lieu cho hoc may, v6i muc tiéu gidi quyét sy

mat can bing gitta céc 16p thiéu sé va da sb trong tap dit lieu.

e Chuong 3: Tap trung vio cai tién mo hinh hoc m4y nhim nang cao hiéu nang. Chuong nay dé xuat
két hgp va tang cuong 1An nhau giita cac loai mo hinh khac nhau dé nang cao hiéu qua phat hién xam

nhap va tang cusng kha nang khang cy clia he théng.

e Chuong 4: Dé xuét céach tiép can trién khai thuc té hé théng phat hien xam nhap trén cic mang
quy md lén. Mot quy trinh toan dién dudgc gidi thiéu, két hop gitta phan tich dya trén chit ky va hanh

vi, cing véi cac chién luge thyc thi va lay mau.



1 Cd sé ly thuyét va tong quan tai liéu

1.1 Khai niém cg ban
1.1.1 Heé théng phat hién xam nhap

Hé théng IDS dong vai trd then chét trong viée giam sat hoat dong mang va may chi, trong dé6 NIDS
phan tich ludng luu lugng con HIDS tap trung vao hanh vi tai diém cudi. Cac phuong phép phat hieén bao
gom ki thuat dua trén co sé dit lieu méu, chi hisu qua véi cadc mdi de doa da biét, va phuong phap dua trén

bat thuong, c6 kha niang nhan dién cdc xam nhap mdi nhung thudng tao ra nhidu canh bao sai.
1.1.2 Céc loai hinh tan cong mang pho bién
Céc loai tin cong mang phd bién duge tom tit thong qua|Table 1.1

Béng 1.1: Cac loai tan cong mang phd bién

Attack Type

Technique

Impact

Detection

Denial-of-Service

Traffic floods, amplifica-

Service unavailabil-

Rate limiting, fil-

(DoS/DDoS) tion ity tering

Scanning & Enu- | Port/vulnerability scans Reconnaissance IDS, anomaly de-

meration tection

Spoofing IP/ARP/DNS falsifica- | Evasion, redirec- | Authentication,
tion tion ARP/DNS security

Man-in-the-Middle | Interception, SSL strip- | Data theft, manip- | Encryption, certifi-

(MitM) ping ulation cate pinning

Sniffing/ Eaves- | Passive/active traffic cap- | Credential leakage | TLS, VPN

dropping ture

Replay/Session Hi- | Packet replay, session ID | Unauthorized ac- | Token/session

jacking theft cess management, TLS
Malware Propaga- | Worms, trojans, ran- | Compromise, data | Antivirus, sandbox-
tion somware loss ing
Phishing/Social Deceptive messages, psy- | Credential  theft, | User training, email
Engineering chological tricks initial access filtering
SQLi/XSS/CSRF ‘Web input manipulation Data theft, deface- | Input  validation,
ment WAF
APT Multi-stage, stealthy infil- | Espionage, long- | Behavior analytics,
tration term theft EDR

Supply Chain

Third-party compromise

Widespread breach

Vendor

ment, code review

manage-

Insider Threat

Privileged misuse, data

exfiltration

Confidentiality

breach

Monitoring, least

privilege, DLP

1.1.3 Hoc mAay trong phat hién tin céng mang

ML da tré thanh mot cong cu then chét trong an ninh mang hién dai nhd kha ning hoc cac mau phiic
tap va thich tng véi cac mdi de doa ngdy cang tinh vi, vigt qua nhiing han ché ctia phuong phap phat hién
dua trén luat truyén théng. Cac ky thuat ML dudc tng dung trong nhiéu tdc vy nhu phét hién xam nhap,
phan loai ma doc, phat hien lita dao truc tuyén...

1.1.4 Mat can bang 16p trong dit liéu an ninh mang
Mit can bang 16p 1& mot thach thitc 16n trong cédc bo dit lisu an ninh mang, khi sé lugng miu binh

thudng vugt troi so véi mau doc hai, va cac loai tan cong hiém nhung quan trong thudng bi bidu dién thiéu.

Digu nay lam han ché kha nang, hiéu ning ctia mo hinh hoc may.



1.2. PHUONG PHAP TIEP CAN TRONG PHAT HIEN MOI DE DOA 4

1.1.5 Hoc két hdp trong phat hién xam nhap

Hoc tap t6 hgp két hgp nhiéu mé hinh co sé dé dat hieéu ning du doan t6t hon, khién né hiéu qua trong
an ninh mang — noi cac mau tan cong rat da dang va khong ngimg bién ddi. Bang cach tich hop cdc mo hinh
t8 hop gitp cai thien do chinh xéc, kha nang khai quat héa va kha nang chéng chiu trude cac k§ thuat né
tranh ddi khang.

1.2 Phuong phap tiép can trong phat hién mdbi de doa
1.2.1 Phat hién xam nhap duva trén Al

Phét hién xam nhap dya trén Al tan dung cac mo hinh hoc méay (ML) va hoc sau (DL) dé phan loai cac
ludng luu lugng mang thanh lanh tinh hodc doc hai. Cdc phuong phap ting cudng dan (gradient boosting)
da ching minh hiéu qué trong linh viic ndy nhd kha ning gidm dan 16i dy dodn vA mo hinh héa cac mau
tan cong phiic tap. Mang no-ron sau (DNN) vugt troi trong viec nAm bat cdc quan hé phi tuyén tinh trong
di liu Iwu lugng thong qua cac biéu dién nhidu tang. Mdi moé hinh ML/DL déu c6 nhitng thé manh rieng;
viec két hgp ching thong qua hoc tap to hop gitp cai thien do chinh xac phat hién va kha niang chéng chiu
trude cac cuoce tan cong déi khang.

1.2.2 Phat hién ma doc dua trén Al

Trong bdi canh phéat hien ma doc bing Al, bai toan c6 thé dudec mo t4 nhu sau: cho mot tap dit lisu
D gdm cac cip (v,y), trong dé v 1a vector diic trung trich xuét tit tep PE va y € 0,1 1a nhdn tuong tng
(0 déi véi tep lanh tinh, 1 dbi véi tép ma doc). Nhiem vu dit ra la xay dung mot mo hinh hoc may tdng
quat f: R™ — 0,1 c6 kha ning anh xa bat ky vector dic trung v ciia mot tép PE méi thanh nhan dy doan
9 = f(v). Muc tieu 1a t6i da héa do chinh x4c cia mo6 hinh dong thoi duy tri kha ning khai quat héa vugt
ngoai dit licu huén luyén, ddm béo hé théng c6 thé phat hien ma doc mot cach tin cay trén cac tép chua
ting thay.

1.2.3 X ly mat can bang dw liéu

Hau hét cac bo dit lieu déu gap tinh trang mat can bang 16p nghiém trong, khi luwu lugng hop 1é chiém
wu thé trong khi cac ludng tan cong lai bi biéu dién thiéu. Sy mat can bing nay lam suy gidm chat lugng
hudn luyén mo hinh ciing nhu do chinh xéc du doan. Dé khic phuc, cac ky thuat can bing dit lieu thudong
dugce 4p dung, chdng han nhu undersampling déi v6i 16p chiém da sb va oversampling cho 16p thiéu sé.
1.3 Cong trinh lién quan
1.3.1 Hoc may trong phat hién xam nhap

Bang tom tit vé cdc phuong phap nay va hiéu ning clia chiing dudc trinh bay trong [Table 1.2
1.3.2 Hoc may trong phat hién ma doéc

Bang tém tat vé cdc phuong phap nay va hiéu ning clia ching duge trinh bay trong [Table 1.3
1.3.3 Tang cudng du liéu

Dé gidi quyét van dé mét can bang dit lieu, mot sé k§ thuat thuong duge sit dung nhu gidm méu & 16p
chiém da s6 (undersampling), tang miu & 16p thiéu s6 (oversampling), v.v.

1.4 Thu thap dw liéu

Luan an nay st dung mot s6 bo dit lieu cong khai phd bién, bao gom: CSE-CIC-IDS2018, NSL-KDD,
EMBER2017, EMBER2018 va BODMAS.



1.5. THUOC DO DANH GIA

Bang 1.2: Tém tét cac cong trinh lién quan dén phat hiéen xam nhap mang

Method Venue Approach Dataset Acce(%)
RF+ miniVG- IEEE Access 2020 Két hgp K-Means va ENN dé can bing tap d@ NSL-KDD, 82.84,
GNet [00004] lieu, sau d6 st dung RF + miniVGGNet dé phat CIC-IDS2018 96.99
hién xam nhap.
WGAN+ Computer Science Ap dung WGAN-GP dé sinh dit lieu cho cac mdu  NSL-KDD, 99.00,
LightGBM 2021 thuoc 16p thiéu sb va sit dung Light GBM cho tac  CIC-IDS2018 96.00
[Jurnal Zang 2021] vu phan loai.
MMM-RF Computer & Secu- S dung CFS dé phan tich luu lugng mang, T- CIC-IDS2018 99.98
MMM-RF22] rity 2022 SNE dé giam chiéu di lieu, va SMOTE dé xit 1y
mét can bang trén tap dit lisu CSE-CIC-IDS2018.
CNN, DBNs, Computers and Chuyén déi cac dic trung ludng luu lugng thanh  CIC-IDS2017,  99.21,
LSTM Electrical  Engi- dang séng va st dung cac ky thuat hoc sau tien NSL-KDD 84.82
[J_Moha 2022]neering 2022 tién trong nhan dang am thanh/giong néi dé phat
hién xam nhap.
CNN+LSTM Digital Communi- St dung SMOTE dé can bing lwu lugng bat UNSW.NB15,  99.21,
[J_Farhan 2028htions and Net- thudng, CNN dé trich xudt dic trung sau, sau CIC-IDS2017,  99.32,
works 2023 d6 ap dung CNN-LSTM dé phat hién xam nhap. NSL-KDD 98.45
FFO+PNN Alexandria Engi- St dung ky thuat FFO dé trich xudt dic trung NSL-KDD 98.99
[J_Alexandria 282B]g Journal va PNN dé phan loai céc 16p.
2023
CNN+EQL Computer Com- S dung CNN két hop v6i co ché Attention dé tao UNSW.NB15,  89.39,
[J_Keyan RENnu2023jons 2023  thanh khéi CA (CA Block) nham tap trung vao NSL-KDD, 99.77,
viéc trich xudt dic trung khong gian—thoi gian CIC-IDS2017,  99.88,
cuc bo, dong thai ap dung EQL v2 d8 ting trong  CIC- 99.58
s6 cho 16p thiéu s6 va can bing su chi y cia mé6  DDo0S2019
hinh hoc déi véi cac 16p nay.
PIGNUS Computer & Secu-  Sit dung Auto-Encoders dé chon ra cac diic trung NSL-KDD 99.02
[jJPIGMIS23] rity 2023 tdi wu vd Cascade Forward Back Propagation

Neural Network (CFBPNN) cho tac vu phéan loai

va phét hién tan cong.

1.5 Thuéc do danh gia

Chiing to6i sit dung cac chi s6 chuan dugc tinh toan tit ma tran nham 1an, chang han nhu: Acc (Accuracy),

Prec (Precision), Rec (Recall), v.v.
1.6 Khoang tréng nghién ciu va huéng tiép can

e Khoang tréng nghién ciu 1: Hau hét cac bo dit lieu phat hien xam nhap trong thuc té déu gip
van dé mat can bang nghiém trong, khi cac 16p tan cong thiéu sb bi thiéu hut va khé hoc duge higu
qua.

Huédng tiép cdan : Dé khic phuc han ché nay, chiing toi dé xuit cdc phuong phap tiang
cuong dit lieu nhim cai thién ca s6 lugng va chat lugng clia tap huan luyén, dong thsi t6i wu hoa

khoéng gian dic trung dé tang kha ning hoc.

e Khoang tréng nghién citu 2: Mic dit da c6 nhiéu nghién ctu t6i wu héa mo hinh may hoc cho
phat hién xam nhap, viéc dat duge do chinh xéac cao, tinh én dinh va kha nang chéng lai tin cong

déi khang vAn 13 mot thach thic dai déng.

Hudng tiép can : Ching toi thiét ké mot pipeline suy luan két hgp mutual deep+boosting,



1.7. TOM TAT CHUONG

Bang 1.3: Tém tat cac cong trinh lien quan dén phéat hién ma doc

Method Venue Approach Dataset Acce(%)
CNN Distributed Computing Phuong phap trong nghién ctiu nay chuyén déi cic EMBER 94.00
[c_Marais aR021Artificial Intelli- tép nhi phan thanh &nh xam dé phat hien ma doc. 2018
gence 2021 Mo hinh ciing tich hgp co ché Attention dé xac
dinh céc phan dang ngd trong tép.
DNN Procedia Computer Sci- Phuong phap nay xay dung mot mo hinh sinh tin  EMBER 97.42
[i_ DIVAKARI2022022] cong cai tién dua tréen GAN nham tang cudng he 2018
théng hién tai vén dya trén DNN.
CNN International Journal of Phuong phap nay st dung cic k§ thuat trich xudt EMBER 97.53,
i _lad 2022pmputer Network and dic trung, chuan héa dit lieu va lam sach dit lieu 2017 & 2018 94.09
Information Security  dé xit 1§ sy mét can bing va tap chét trong tap dit
2022 lidu.
EII-MBS  Computers & Security K§ thuat nay tim ra cac miu trong cach cac lenh BODMAS 99.29
[JEII-MBS2022] litn quan dén nhau vd chuyén ddi thong tin do
thanh cac biéu dién vector dé phan loai cac ho ma
doc.
XGB- Computer, Material & Ky thuat trong nghién cttu nay st dung moé hinh EMBER 96.77
CATB- Continua 2023 két hgp gifta hoc c6 gidm sat va khong giam sat 2018
EXT dé cai thien kha nang phat hién ma doc. Cu thé,
[i_Murat.2023| k-means dugc dung dé phan cum di liéu trude khi
mot tap cdc thuat toan ML tién hanh phan loai.
MD-ADA Computers & Security Cach tiép can nay két hgp biéu dién anh dya tren BODMAS 99.29
i_MD-ADN242024| CNN va thich ting mién d6i khang (sit dung GANs)
dé phan loai ma doc.
FCG- Journal of Network and Phuong phap nay sit dung do thi 16i goi ham (func- BODMAS 99.28
MFD Computer Applications tion call graphs) va node2vec két hgp véi cac y

jFCG-MFD022025]

tudng tit xit 1y ngon ngit tu nhien (NLP) dé hé trg

phan loai cac ho méa doc.

khai thac stic manh bd sung ciia cdc moé hinh khéc nhau nhim nang cao hiéu ning téng thé va gidm

thiéu cac diem yéu nhu poisoning vio mé hinh.

e Khoang tréng nghién citu 3: Bat chap nhing tién bo gan day, phan 16n cac khung IDS hién tai

van chua phit hgp v6i méi trudsng thong lugng cao do cac nit thit tinh toan, logic phat hién tinh,

va thiéu co ché kiém soat luong thich tng. Céac hé théng hién nay thuong khong dap tng dudc rang

budc vé do tré thai gian thiyc hodc kha ning md rong trong cac mang doanh nghiép va ISP.

Hudng tiép can (chapter 4|): Ching t6i dé xuat mot hé théng phong chdng xam nhap cé kha ning mé
rong va do tré thap, goi 1a NetIPS, dudc xay dung dya trén mo hinh deep va boosting song song,

tich hgp chién luge cdm bién ludng va phan tich sandbox.

1.7 Tém tat chuong

Toém lai, chuong nay da xac dinh céc thach thic nghién cttu vad muc tiéu chinh trong phat hién xam
nhap va mé doc, dong thsi phac thao nhitng déng gép khoa hoc chlt yéu ciing 16 trinh nghién citu ciia luan

an. Sy ddi sanh gitta cadc déng gép nay véi cac chuong ki thuat tuong ting ciing da dugce trinh bay, qua dé

cung cap mot ciu tric 16 rang cho cac phan tiép theo ciia cong trinh.



2 Tang cuong kha nang phat hién xam nhap
dua trén AI biang cach bo sung di lieu va
t6i vu hoéa dic trung

2.1 Phat biéu bai toan

Chiing t6i dé xuét hai gidi phap: (i) ting cuong dit ligu hudn luyeén, nén cac 16p da sb va tao ra cac mau
thiéu s6 thyc té nham cai thien sy can bing va da dang ciia tap dit lieu; va (ii) t6i wu héa tap thudce tinh
dya trén SHAP (OFS) gitp loai b6 cac thudce tinh khong lien quan, tang cudng kha ning dién giai va gidm
thoi gian tinh toan.

2.2 Huéng tiép can

Phuong phép tiép can duge dé xuit duge thiét ké dé dong thoi khiic phuc van dé thiéu dit lieu & cac 16p
thiéu s6, lwa chon cac mau chét lugng cao tit cic 16p da sb, va xac dinh céc dic trung cé gié tri trong nhing

tap dit lieu c6 s6 luogng thudc tinh 16n - van dé thudng gap trong tap dit lieu.

—
Raw dataset

Normalization

RandomSplit

> Testing set

_
Raw train dataset

DMZ Network

L ? Web Application Servj

Majority classes Minority classes ¢
[ [ WoAN ) Backpropagation (- o =
K-Means-based Sampling minimize error alidation J.
Compression \ i
_New samples | = r N
Training set [€ Attacker Network 1 Auacker%ﬁvork 2 AnackerQN;ﬁ/ork 3
(a) Kién triic ting cudng dit lieu dya tren AWGAN (b) Kién triic Testbed sinh tan cong SQL-Injection

Hinh 2.1: Kién tric AWGAN va Testbed
2.3 Tiang cudng tap di liéu huan luyén
2.3.1 Tang cudng tap dit liéu huin luyén théng qua nén va phéng dai
Chiing t6i dé xudt mot phuong phép dua trén khai niém ciia thuat toan DSSTE dugc gisi thieu béi

[00004] nham tang cuong tap dit lieu huén luyen. Thuat toan clia ching toi ¢6 tén 1a AugDS va duge minh
hoa trong thuat toan

2.3.2 Tang cudng tap dif liéu huin luyén théng qua AWGAN
Phuong phap AWGAN tao ra cac mau thic té cho cac 16p thiéu s6 bing cach st dung WGAN. AWGAN
dugc minh hoa trong va dugc mo ta chi tiét trong thuat toin
2.4 Téi wu hoa dic trung
2.4.1 Trich xuat va lam sach dac trung
Trich xuit va lam sach dic trung la budc thiét yéu nhim gidm chi phi tinh todn va tranh dit lieu nhiéu

hodc tring lip gay ra hién tugng overfitting. Cach tiép can clia ching toi loai bé cac ban ghi null hoic trung

lap, dam bao chi gitt lai nhitng mau duy nhat va c6 lién quan trong tap di licu.
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Algorithm 2.1 AugDS: Build the Augmented Dataset

Input: F - Raw Dataset, represented by a list of feature vectors; K - scaling factor
Output: T - Augmented Dataset;

1L« ComputeLabels(F) > Get all labels of dataset F

2: F « Normalize(F) > normalizing all feature vectors

3: ES = EditedNearestNeighbours(RT, |L|) > determining the easy sets ES by finding L nearest neighbours samples

4: DS = RT \ ES > difficult set DS is the rest of RT

5: Majors, Minors « ComputeMajMin(DS)

6: Spaj < 0, Simin < 0

7: for each M € Majors do > Compression Step

8 C <« Clustering(M, |L|) > computing the centroids C of |L| clusters by using KMeans algorithm

9: M <« Compress(M,C, 1) > compressing majority samples using centroids C of L clusters

10: Smaj < Smaj UM

11: end for

12: for each M € Minors do > Zooming Step

13:  for each m € range(K, K + 73'\%’""{”) do > Zooming Step, Ng . is number sample in Sy,
min

14: M <« Zoom(m) > zoom range is [1 — %, 1+ %] on both continuous and categorical features.

15: Simin — Smin UM

16: end for

17: end for

18: T =Esus
19: return (T)

maj U Smin > synthese of new dataset T

Algorithm 2.2 AWGAN: Create the Training & Testing Sets by Augmented WGAN

Input: FF - Raw Dataset, represented by a list of feature vectors.

r - ratio between training and testing sets; default is 7:3.
7 - maximum samples in a label.
Output: T - Training Set; V - Testing Set.

1: L « GetLabels(F) > Get all labels of dataset F.
2! F « Normalize(F) > Normalize all feature vectors.
3: (RT, V) « SplitTrainTest(F,r) > Split F randomly into the raw training set RT and testing set V with ratio of r.
4: (Smajr Smin) « GetClasses(RT) > Determine majority classes (Sy,q;) and minority classes (Sy,;p,) from RT
5: T« 0

6: for each M € Smaj do > Compression each majority class
7 C « Clustering(M, |L|) > Compute the centroids C of |L| clusters by using ENN
8 M « Select(M, C, 1) > Compress majority samples using C of L clusters
9 T+« TUM

10: end for

11: for each M € Spin do > Generate samples for minority classes by WGAN
12: while |[M| < 7 do

13: S +~ WGAN _Sampling(M) > Generate new samples
14: M = Denoise(M, S) > Eliminate noise samples
15: end while > Repeat until get enough samples 7.
16: T« TUM > Add realistic samples to T'
17: end for

18: return (T, V)

2.4.2 Vector hoa dac trung

Dit lieu tho, thuong & dinh dang JSON, can duge chuyén déi thanh céc vector sé6 dé phuc vu huan luyén
mod hinh AL Dé thuc hien diéu nay, ching toi 4p dung feature hashing, anh xa cac token vao céc vector c6
do dai ¢ dinh trong khi van giit dugc dic trung ctia dit lieu [cTPS-ISA22]. Bing cach sit dung cac ham
kernel va sign hash, cac dic trung dude vector héa, chuan héa va lwu trit dusi dang CSV. Cudi ciing, céc
thudc tinh dang phan loai dugc ma héa bang label encoding v one-hot encoding, ddm bao kha ning tuong
thich v6i cdc mo hinh ML nhu GBM va mang ng-ron.

2.4.3 Chuan hoa dac trung
Chuan hoa céac dic trung gitp ching c6 gia tri trung binh bing 0 va do léch chuan bing 1, tit d6 hd trg

qué trinh hoc cta thuat toan may hoc. Ky thuat chudn héa nay giip tang téc do hoi tu va cai thién hiéu

nang téng thé ciia mo hinh.
2.4.4 Tbi wu hoa dac trung dua trén SHAP

Phuong phép t6i wu hoa dac trung bang SHAP (OFS), lya chon tap con cac dac trung quan trong nhat
tir dit litu huan luyén bang cach két hop hiéu ning moé hinh v6i kha nang giai thich. Gid ma tong quat dé
t6i wu héa tap dic trung bang SHAP dugc trinh bay trong thuat toan
2.5 Thuc nghiém va danh gia
2.5.1 Chuan bi di liéu

e DS1:CSE-CIC-IDS2018 and NSL-KDD datasets.
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Algorithm 2.3 OFS: Optimizing Feature Set Using SHAP

Input: DS - dataset with the feature set F; M - m AI models; 7 - threshold to drop features.

1: x,y « Ds > Get dataframes for features and labels
2: X « Normalize(X) > Normalize all features to [0,1]
3: FS « 0 > Init the feature set list.
4: for each m € M do > Determine the feature importance for each AI model m.
5: Al «— m.fit(X,y) > Train m using the dataset.
6 if m is a boosting model then

7 shap_valuesy, < SHAP.TreeEzplainer(m) > Compute the SHAP values of all features based on decision tree model.
8 else

9 shap_valuesy, < SHAP.DeepEaxplainer(m) > Compute the SHAP values of all features based on DL model.
10: end if

11: FS.push(shap_values ;) > Push the Shapley values of the model M into the list FS.
12: end for

13: oFs « 0
14: for each f € F do

15: shap_wvalues + FS[f] > Get SHAP values of feature f on all models M.
16: if shap_values > 7 then

17: OFS + OFSU f > Consider f being important and add to OFS in the case of all its SHAP values > 7.
18: end if

19: end for

Output: OFS - Optimized Feature Set.

Dé tang cuong khé nang phat hien SQL-injection, chiing toi cling xay dyng mot hé thdng thit nghiem
nhu thé hién trong [Figure 2.1bl Cudi ciing, dua trén quy trinh chuan bi di lieu, ching toi thu duge
hai bo dit licu tang cuong DS1, duge minh hoa trong [Table 2.1h. Luu ¥ ring cac bo dit lisu DS1 sé

duge danh gia toan dién trong

e DS2:Chiing t6i ciing lya chon CSE-CIC-IDS2018 va NSL-KDD dé danh gia thuc nghiem hiéu qua
clia Cubi cuing, Bang tém tat s6 lugng mau cho ting 16p clia ca hai bo dit lisu.

Bang 2.1: S6 lugng mau sau khi ting cuong dit licu

(a) Tang cuong dya trén do kho (Difficulty-Aware) (b) Tang cudng dua tréen AWGAN
Label Original Train Test Label Original Train Test
CSE-CIC-IDS2018 CSE-CIC-IDS2018
Benign 4,360, 029 20, 000 6, 000 Benign 4,360, 029 14, 000 6, 000
Bot 282, 310 20, 000 6, 000 Infiltration 160, 604 14, 000 6, 000
DDoS-HOIC 668, 461 20, 000 6, 000 Bot 282, 310 14, 000 6, 000
DoS-GoldenEye 41, 455 20, 000 6, 000 DDoS-HOIC 668, 461 14, 000 6, 000
DoS-Hulk 434,873 20, 000 6, 000 DoS-GoldenEye 41,455 14, 000 6, 000
Infiltration 160, 604 20, 000 6, 000 DoS-Hulk 434,873 14, 000 6, 000
SQL-Injection 26, 797 20, 000 6, 000 DoS-SlowHTTPTest 13,067 14, 000 4,082
DoS-SlowHTTPTest 19, 462 13,623 4,491 DoS-Slowloris 6,977 14, 000 2,093
DoS-Slowloris 10, 285 14, 826 2,373 DDoS-LOIC-UDP 1,120 14, 000 336
DDoS-LOIC-UDP 1,211 1,588 279 BruteForce-Web 261 14, 000 78
BruteForce-Web 253 978 58 BruteForce-XSS 97 14, 000 29
BruteForce-XSS 151 106 35 SQL-Injection 53 14, 000 17
NSL-KDD NSL-KDD

Benign 61, 343 20, 000 6, 000 Benign 61, 343 14, 000 6, 000
DoS 39,927 20, 000 6, 000 DoS 39, 927 14, 000 6, 000
Probe 8,153 20, 000 1,881 Probe 8,333 14, 000 2,500
R2L 697 4,467 161 R2L 637 14, 000 191
U2R 36 36 8 U2R 40 14, 000 12

e DS3:EMBER2017, EMBER2018 va BODMAS dugc stt dung dé danh gia thic nghiém hiéu qua Cﬁa
va két qua dau ra tao thanh DS3. Chiing t6i stt dung sdu ngudng: 0.1, 0.075, 0.05, 0.025, 0.01 v 0.001.
V6i mbi ngudng, cac diic trung c6 gia tri SHAP > ngudng dugce chon, nhu thé hién trong [Figure 2.2
Vi, Ching t6i nhan thiy ring nguéng 0.025 cho két qua t6ét nhat, nhu minh hoa trong
Figure 2.3

2.5.2 Két qua va danh gia

e S1: Ching toi danh gia ky ludng trén bo dit lisu DS1 nhim khdo sat hiéu qui ciia thuat toan

trong viéc xit Iy vin dé mét can biang 16p.
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(a) XGB Feature Important Score

Hinh 2.2: Dic trung quan

(b) GBM Feature Important Score

(c) CBT Feature Important Score

(d) CNN Feature Important Score
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Hinh 2.3: Hiéu ning dya trén ngudng trén tap di lieu EMBER2018

e S2: AWGAN dugc danh gia tren DS2 nhim kiém chitng mot cach nghiem ngit kha nang tao ra

céc mau téng hgp chan thyc va da dang cho céc 16p thiéu sb.

e S3: OFS duge kiém ching tréen DS3, tap trung vao cac tac vu phéat hien ma doc tinh.

Két qua kich ban S1

Két qua dugc tém tit trong [Table 2.1al Hiéu tng nay cling thé hién ré trong céc truc quan héa t-SNE:
trude va sau khi can bing, nhu trong [Figure 2.5a) [Figure 2.5b| va [Figure 2.5al [Figure 2.5b|
Su cai thién trong phan bb va phan tach 16p nay cling ¢6 cho nhitng mic ting hiéu ning ma ching toi

quan sét duge, nhu thé hien trong [Figure 2.4b|

Két qua kich ban S2

Table 2.1bf tom tat s6 lugng mau cho mdi 16p trong ca hai bo dit licu. Cac moé hinh riéng 1é duge thé

hién trong |Table 2.2| [Figure 2.6a| va [Figure 2.6b{ minh hoa dit lieu gbc trude khi thiye hién tang cuong dua

tren AWGAN, trong khi [Figure 2.6al va [Figure 2.6b|thé hién cac tap huin luyen da dugc ting cudng.

Bang 2.2: Danh gi4 cac mo hinh AT trén Tang cudng dit lieu dya tréen WGAN (tinh theo %)

Metric CSE-CIC-IDS2018 NSL-KDD

XGB CBT GBM BME DNN ‘ XGB CBT GBM BME DNN
F1 99.77 99.92 99.95 99.77 97.75 99.48 99.21 99.48 99.48 98.00
Acc 99.76 99.92 99.96 99.98 97.54 99.49 99.22 99.56 99.43 98.07
Prec 99.83 99.93 99.96 99.98 98.20 99.49 99.21 99.49 99.41 98.03
Rec 99.76 99.92 99.96 99.98 97.54 99.49 99.22 99.49 99.43 98.07
FPR o o 0.03 [0} 0.13 0.67 1.27 0.63 0.77 1.22
FNR o 0.01 o o] 1.37 0.37 0.39 0.30 0.32 2.26
AUC 100 100 99.99 99.99 98.69 99.99 99.98 99.99 99.89 99.85

Két qua kich ban S3

Dé danh gia hieu qua t6i wu hoa diic trung va can bing dit licu, ching t6i so sanh hiéu ning moé hinh
trén cac bo dit lieu gbe dudge trinh bay trong [Table 2.3| va trén cac tap dic trung da dude téi wu héa duge
trinh bay trong [Table 2.4 ddi véi bo dit lieu EMBER2018 va BODMAS.
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. CSE-CIC-IDS2018 \ NSL-KDD

Metric

DNN XGB GBM \ DNN XGB GBM
Acc 99.73  99.58 99.74 | 98.80 99.66 99.43
Prec  99.80 99.59 99.59 | 98.84 99.66 99.44
F1 99.66 99.58 99.58 | 98.80 99.66 99.43
Rec 99.73 99.58 99.58 | 99.80 99.66  99.43
AUC  99.96 100 100 | 99.84 100  99.92

(b)

Hinh 2.4: (a) Hiéu ning theo ngudng trén BODMAS; (b) Danh gid mo hinh trén dit liéu ting cudng.

(a) CSE-CIC-IDS2018

(b) NSL-KDD

Hinh 2.5: Tryc quan hoa tap dit lieu hudn luyén dya trén nén va phéng dai

(a) CSE-CIC-IDS2018

(b) NSL-KDD

Hinh 2.6: Tryc quan hoa tap dit lieu huan luyén dya tréen AWGAN
Bang 2.3: Danh gia cac mo hinh AT trén céc tap di lieu goe (tinh theo %)

Method ‘ F1 Acc Prec Sens FAR FNR
EMBER2017 Evaluation
XGB 99.16 99.16 99.16 99.16 0.84 0.84
CBT 99.27 99.27 99.27 99.27 0.73 0.73
GBM 98.67 98.67 98.67 98.67 1.33 1.33
CNN 95.95 96.04 93.72 95.95 3.35 4.05
EMBER2018 Evaluation
XGB 97.63 97.63 97.63 97.63 2.37 2.37
CBT 97.19 97.19 97.19 97.19 2.81 2.81
GBM 97.80 97.80 97.80 97.80 2.20 2.20
CNN 94.03 94.02 94.16 94.02 5.97 5.98
BODMAS Evaluation
XGB 98.71 98.69 99.68 97.75 0.32 2.25
CBT 98.94 98.93 99.88 98.02 0.12 1.98
GBM 98.90 98.89 99.94 97.88 0.06 2.12
CNN 98.90 98.89 99.87 97.96 0.13 2.04
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Bang 2.4: Danh gia cdc mo hinh AT dya trén T6i vu héa tap dic trung (tinh theo %)

Method | F1 Acc Prec Sens FAR FNR | F1 Acc Prec Sens FAR  FNR
\ BODMAS (4 features) \ BODMAS (165 features)
XGB 89.76  90.78  85.19  94.85 4.82 5.15 99.28  99.39  99.28 99.28  0.61  0.72
CBT 89.76  90.77 85.17 94.86 4.83 5.14 99.26 99.37  99.29  99.23 0.71 0.77
GBM 89.76  90.78  85.16 94.89 4.80 5.11 99.13 99.26 99.09 99.16 0.74 0.84
CNN 88.03 88.95 81.77  95.34 4.66  4.66 99.13 99.26 99.02  99.24 076  0.74
EMBER2018 (170 features) EMBER2018 (565 features)
XGB 97.59 97.59  97.84  97.34 2.16 2.66 97.67 97.68 97.97 97.37 2.17 2.63
CBT 97.45 97.45 97.52 97.37 2.25  2.53 97.52 97.52 97.58  97.46  2.26  2.54
GBM 97.85 97.86  97.23  97.47 2.13 2.53 | 97.88 97.89 98.34  97.42  2.16  2.58
CNN 95.72 95.72 95.71 95.73 4.03 4.27 95.72 95.90 95.64 95.19 4.08 4.81

2.6 Té6m tat chuong

12

Céc két qua nghien cttu nay da duge trinh bay mot phan trong cac cong trinh da cong bd, cu thé:

VVH-J2 gi6i thicu mot thuat toan gidi quyét thach thic vé mat can biang 16p thong qua ki thuat nén va
phéng dai dit lieu. VVH-J1 va VVH-C4 dé xuat cac phuong phap dua trén GAN c6 kha ning tao ra cac
mAu méi dé ting cuong cho 16p thiéu s6 dé giam thiéu mat can bang dit lieu. VVH-j3 dua ra mot phuong

phép tdi wu héa dac trung nhim cai thién chat lugng ctia bo dit lisu.



3 Tang cuong nang luc phat hién xam nhap
dua trén Al véi suy luan két hop gita Deep
Learning va Boosting

3.1 Phat biéu bai toan

Céc phuong phap dia trén mo hinh don 16 thuong dan dén hiéu ning khong 6n dinh va kha nang chéng
chiu kém trudc cac mdi de doa déi khang. Dé khic phuc, chiing t6i dé xuat mot khung lam viéc ensemble
két hop giita cAc mo hinh hoc sau va boosting thong qua co ché soft voting va stacking, nham cai thién do

chinh x4c, tinh bén vitng va hiéu qua.
3.2 Phat hién xam nhiap mang théng qua phan tich chuyén sau Al
3.2.1 Huéng tiép can

Ching t6i da phat trién giai phap SDAID, mot phuong phap phéat hién xam nhap mang toan dién sit
dung phan tich dua trén AI chuyén sau dé nhan dién hanh vi bat thudng, nhu minh hoa trong
val.il
3.2.2 M5 hinh héa ludng luvu luong mang

Ching toi dé xuét sit dung CICFlowMeter dé thuc hién nhieém vu trich xuat dic trung.

3.2.3 Thuat toan phat hién xam nhap dua trén DNN

Mo hinh DNN ctia ching t6i duge mo ta nhu trong |Figure 3.1b)

3.2.4 Thuat toan phat hién xam nhap dua trén Boosting

Céc thuat toan boosting, chdng han nhu XGBoost, xay dung mo hinh theo cach tuan ty, trong dé mdi
ciy méi sé hiéu chinh cac 16i ctia cay trude do, tit d6 dat duge do chinh xac cao va kha ning md rong tot.
Bing cach tinh chinh cic siéu tham s6, ching t6i gidm hién tugng overfitting va tang cuong kha ning khai
quéat hoa.

3.2.5 Tbi vu hoa tham sb

Chiing toi lia chon cadc tham s6 mo hinh dya trén mot ki thuat goi 1a T6i wu héa siéu tham sb
(Hyperparameter Optimization) [jHyperparam21]. CAc gi4 tri t6i uu cling duge minh hoa trong|Table 3.1

13
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Hinh 3.1: (a) Phat hién xam nhap mang béng AI; (b) Phat hien xam nhap dya tréen DNN.

Algorithm 3.1 PAID: Perform an Ensemble Learning for Al-powered Intrusion Detection

Model: XGB - XGB trained model; DNN - DNN trained model; GBM - GBM trained model
Input: f - traffic flow.

Output: (msg, [oC) - (alert message; generated new IoC)

1: R0

2: F « CICFlowMeter(f) > extract 83 features of traffic flow f
3: Fin « F\[FlowID, SrcIP, SrcPort, Label] > remove 4 unused features
4: cats « [DstPort, Protocol] > Categorical Variables
B: Conts « Fin \ Cats > 77 Continuous Variables
6: Perform three processes P1,P2,P3:

7: P1: dnn_preds « DNN.predict(Cats, Conts) > perform the prediction using DNN model
8: P2: agb_preds « XGB.predict(Cats, Conts) > perform the prediction using XGB model
9: pa: gbm__preds <+~ GBM.predict(Cats, Conts) > perform the prediction using GBM model

10: wait P1, P2, P3 finished.
11: avgs < (xgb_preds + dnn_preds + gbm _preds)/3)

12: FCc « avgs.argmazx(axzis = 1) > get the flow labels from 0 to 11
13: if FC! = 0 then > classified as network attacks
14: msg + Alert(FC) > constitute an alert by using metadata from the flow f; set alert category being as label
15: R + IoCGenerator(FC) > generate a new IoC to handle the next similar flows
16: ena if

17: return msg; IoC

3.2.6 Thuc nghiém va danh gia

Benign [Rg

Bot

BruteForce-Web

BruteForce-XSS

DoS
DDOS-HOIC
;:DDos-LOIC-UDP _ Probe
()
7 DoS-GoldenEye 2
g 3
= DoS-Hulk 2 R2L
=]
DoS-SlowHTTPTest H"‘

U2R

DoS-Slowloris

Infiltration
SQL-Injection

Benign

0%10%10%10%10% 0% 1 0% 10% | 0% .
Predicted Label Predicted Label

Bang 3.2: Ma tran nham lan ciia S1 Bang 3.3: Ma tran nham l4n ctia S2

Dé dénh gi4 [3.1] ching toi thuc hien 2 kich ban S1 va S2 dua tren CSE-CIC-IDS2018 va NSL-KDD.

Két qua thuc nghiém kich ban S1

Ma tran nham lan minh hoa két qua thi nghiém ctia chiing t6i duge thyc hién véi phuong phap PAID,

nhu thé hieén trong [Table 3.2| va phan dau ciia [Table 3.4
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Bang 3.1: Téi wu héa siéu tham s6

Model = Hyperparameter Value Optimal
Learning rate [0.001, 1.0] 0.003
Batch size (16, 32, 48, 64, 96, 128] 64
DNN
Epochs 1,2, ..., 15, 16] 5
Layers [[200, 100], ..., [L000, 500]] 400, 200]
Learning rate [0,1] 0.01
XGB n_estimators [1,00] 30
max_depth [0,00] 6
Learning rate [0,1] 0.02
GBM  min samples leaf [1,00] 30
max_depth [0,00] 9

Bang 3.4: Danh gia hiéu ning dya trén phat hién xam nhap mang

, S1 (CSE-CIC-IDS2018) | S2 (NSL-KDD)
Metric

DNN XGB GBM PAID ‘ DNN XGB GBM PAID

Acc 99.73 99.58 99.74 99.97 | 98.80 99.66 99.43 99.69
Prec 99.80 99.59 99.59 99.97 | 98.84 99.66 99.44 99.69
F1 99.66 99.58 99.58 99.97 | 98.80 99.66 99.43 99.69
Rec 99.73  99.58 99.58 99.97 | 99.80 99.66 99.43  99.69
AUC 99.96 100 100 100 99.84 100  99.92  99.99

Két qua thyc nghiém kich ban S2

Do dé6, chiing t6i trinh bay két qua thi nghiém cho phuong phip PAID dué6i dang ma tran nham lan,
nhu thé hién trong [Table 3.3| va phan thit hai ctia [Table 3.4
3.2.7 So sanh véi cac phuong phap hién nay

So sanh hiéu nang phét hién xam nhap gita PAID va SOTA dudc tém tit trong [Table 3.5

3.3 Phat hién ma doc thong qua hoc t6 hgp DL va Boosting
3.3.1 Huéng tiép can

Chiing toi ap dung hoc ensemble, bao gdm soft voting va stacking, dé xay dung cidc mo hinh phan loai nhi
phan cho bai toan phat hién ma doc. Phuong phap dugc dé xuit trong nghién citu nay cé tén 1a MDOB, viét tat

cua “Enhancing Resilient and Fxplainable AI-Powered Malware Detection using Feature Optimization and Mutual
Deep+Boosting Ensemble Learning.” Kién trac téng thé ctia phuong phap MDOB dugc minh hoa trong

3.3.2 Hoc tang cudng tuong hé giita Deep Learning va Boosting

Chiing t6i dé xuit mot phuong phap hoc tuong hd tich hgp gitta hoc sau (DL) v cdc md hinh gradient boosting
(GBM) cho bai toan phat hien ma doc, tan dung AutoGluon dé lya chon, tinh chinh v& t6i wu héa mo hinh. Bing
cach két hop ca hai, hé théng ciia chiing t6i nang cao do chinh x4c, kha ning chéng chiu va tinh thich tng trusc cac

mdi de doa ngay cang phat trién.

3.3.3 Két hop hoc tap td hgp theo phuong phap Voting va Stacking

Our approach integrates voting and stacking learning to construct a more robust model using multiple Al-based

classifiers. This process is illustrated in [3.2
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Béang 3.5: So sanh PAID véi cac phuong phap SOTA khéc

Method Acc Prec F1 Rec

CSE-CIC-IDS2018-based Evaluation

PAID (our) 99.97 99.97 99.97 99.97
WGAN+IDR [jGANBalance22] — 99 98 97

RANet [jRANet22] 96.73 —  96.59 96.73
Adaboost [00057] 99.69 99.70 99.70 99.69
Autoencoder [00056] 99.20 95.00 -  98.90
AUE [00052] 97.90 98.00 98.00 98.00

DSSTE + miniVGGNet [00004] 96.99 97.46 97.04 96.97
LSTM + AM + SMOTE [00054] 96.20 96.00 93.00 96.00

NSL-KDD-based Evaluation

PAID (our) 99.69 99.69 99.69 99.69

Autoencoder [00044] 99.20 - - 99.27

Multiple LSTM [00016] 98.94 - - 99.23

SMO [00049] 96.20 - _ -

RANet [jJRANet22] 83.23 — 82,57 83.23

DNN [00027] 78.50 81.00 76.50 78.50
Algorithm 3.2 VSEL: Combination of Voting and Stacking Ensemble Learning
Input: TD = {(X?,4*)}]V; - training datasct with optimized features; MS = {M7, Mg, ..., Mm} - set of m base models; model _params - optimized
hyperparameters of m AI models; K - number of folds for building meta training dataset (MTD).
1: MTD + 0 > Init MTD
2: {TDy,TDy,....,TDg} + Split(TD, K) > Split the training dataset into K folds
3: for each fold k € 1..K do

4 TDyrain < TD\ TDy; TDy, «+ TDy > Use K — 1 folds for training and 1 fold for validation
5 for each M; € MS do

6: M; + Train(M;, T Dyyaiy , model _params[M;])

7 end for
8:
9

for each (X, y) € TDy,) do

: meta < 0; vote_sum + 0 > Create the meta-feature vector
10: for cach M; € MS do
11: p; — M;(X) > Predict the probability for X using the trained base model M;
12: meta.push(p;)
13: vote sum < vote sum + p;
14: end for
15: Pvote ¢ vote_sum/m > Calculate soft voting prediction from all base models
16: meta.push(Pyote) > Add soft voting result as an additional feature m+1 in the meta-layer
17: MTD.push(meta, y) > Add the meta-feature vector and corresponding label to MTD
18: end for
19: end for
20: MM AutoML.SelectBestModel(M T D) > Perform AutoML on MTD to select the best as the meta model
21: for each M; € MS do
22: M, + Train(M;, T D, model _params[M;]) > Retrain all base models on the whole training dataset to be used in final prediction
23: end for

Output: MS - n trained AI models; MM - trained meta model.

3.3.4 T6i vu hoa tham sb

Dé t6i wu hoéa cac mo hinh ML trong phuong phap ciia ching t6i, chdng han nhu huin luyén cac mo hinh riéng
1¢, ching t6i stt dung Optuna [Conf Akiba 2019 Optunal. Cong viéc nay dugc thyc hién thong qua

3.3.5 Thuyc nghiém va danh gia
Chiing t6i da tién hanh hai kich ban dé danh gia MDOB, chi tiét nhu sau:
e Kich ban S1: Tap trung sit dung bo dit lisu EMBER2018 dé danh gia phuong phap MDOB dugc dé xuét.
e Kich ban S2: Danh gia phuong phap MDOB dudc dé xuit bing cach st dung bo dit lisu BODMAS.

Két qua thuc nghiém kich ban S1

minh hoa qué trinh tinh chinh moé hinh CNN. |[Figure 3.3b|so sanh diém F1 ctia cdc mo hinh khéc
nhau trén bo dit lieu EMBER2018 véi 565 dic trung.
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Hinh 3.2: (a) Kién tric phat hien ma doc dya tren MDOB; (b) Kién tric mo hinh CNN.
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Algorithm 3.3 Hyperparameter Optimization using Optuna

Input: model - Al model; Dyrqin = (Xtragins Ytrain) - training set; Dicgt = (Xtest, Ytest) - testing set; Ny,;q1s - number of trials; Tiimeout -

optimization timeout; params - list of hyperparameters.

1: function OBJECTIVE(trial)

model _params < {p1,P2,P3, -, Pn} > Initialize dictionary of hyperparameters for the model

3 for p € params do > Use Optuna to suggest hyperparameter values for each parameter p

4 model _params[p] < trial.suggest_(parameter _type)(“p", (min_value), (max_value))

5: end for

6: clf + model(**model _params > Instantiate model with current parameters

_P P

7 clf . fit(Xerain: Yirain) > Train model on training data

8 preds + clf.predict(Xies > Make predictions on testing data
test

9 metric < performance metric(y , preds > Compute evaluation metric
— test

10: return metric

11: end function

12: Initialize an empty dictionary opt_params = 0

13: Optimize the objective function using Optuna:

14: study « optuna.create study(direction = “mamimize”)
15: study.optimize(objective, n_trials=Ny ia1s timeout=Timeout)
16: trial « study.best_trial

17: opt_params <+ trial.params > Get optimized model parameters from the best trial

18: return opt__params

Output: opt_params - optimized hyperparameters.

X 99— - - - < 100
- o 98 —a— >
: 5 o[ {1 & »
i B 96| 1 & 90
.| E 9 & Q) % @ 60‘ %‘ = 8 @

%5‘\’ o

(b) (c)

Hinh 3.3: (a) Higu nang huan luyen CNN; (b) Két qua tren EMBER2018; (c) Két qua tren BODMAS.

Bang 3.6: Danh gi& cac mo hinh AI dya trén phat hién ma doc (tinh theo %)

Learning Method ‘ F1 Acc Prec Sens FAR FNR ‘ F1 Acc Prec Sens FAR FNR
‘ BODMAS (165 features) ‘ EMBER 2018 (565 features)
99.28 9939 99.28 99.28 0.61 0.72 | 97.67 97.68 97.97 97.37 217 2.63
Baseli 99.26  99.37  99.29 99.23 0.71 0.77 | 97.52 97.52 97.58 97.46 2.26 2.54
aseline

GBM 99.13  99.26  99.09 99.16 0.74 0.84 | 97.88 97.89 98.34 9742 216 2.58

99.13  99.26  99.02 99.24 0.76 0.74 | 95.72 9590 95.64 95.19 4.08 4.81

Mutual DLM+GBM Voting ‘ 99.32 9942 99.34 99.30 0.66 0.70 ‘ 98.02 97.89 98.38 97.65 2.03 235
Mutual Voting+Stacking MDOB ‘ 99.37 99.46 99.48 99.26 0.54 0.74 ‘ 98.13 98.14 98.58 97.68 1.93 2.32
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Két quia thyc nghiém kich ban S2

Két qua dugc tém tit trong [Table 3.6] [Figure 3.3c| trinh bay hiéu niang Fl-score trén bo dit lieu BODMAS véi
165 dac trung.

Bang 3.7: So sainh MDOB véi cac phuong phap SOTA (tinh theo %)

Method Venue Acc Prec F1 Sens
EMBER2018
MDOB (our) - 98.14 98.58 98.13 97.68
AutoML [jAutoML2024] Computers & Security 2024 95.80 - 95.80 -
dualFFNN k-medoids [jCOSE_FFNN_2023] Computers & Security 2023 98.02 - - -
Consensus [j_Murat.2023] CMC 2023 96.77 - 96.77 —
DL [jtelecom2023] Telecom 2023 95.57 - - -
MLMD [jPCS2022] CAT 2023 97.42 - - —
DNN [j_lad_2022] IJNIS 2022 94.09 90.14 88.66 88.85
BODMAS
MDOB (our) - 99.46 99.48 99.37 99.26
EII-MBS [JEII-MBS2022] Computers & Security 2022 99.29 98.26 94.23 98.07
MD-ADA [j_MD-ADA _2024] Computers & Security 2024 99.29 — 99.13 —
FCG-MFD [jFCG-MFD_2025] JNCA 2025 99.28 - 99.14 -

3.3.6 So sanh vé6i cac phuong phap hién nay

So séanh cac phuong phép trién khai phat hien méa doc gita MDOB va SOTA dugc tém tit trong [Table 3.

3.4 Tém tit chuong

Trong chuong nay, chiing toi tip trung vio viéc cai thién hiéu nang va kha nang chéng chiu clia cac hé théng
phat hién xam nhap va ma doc thong qua hoc ensemble va sy tuong tac tuong hd giita cAc md hinh may hoc. Dua
trén cac bo dit lieu da dugc tang cudng trong [chapter 2| chuong nay gidi quyét nhing han ché ciia cac mo hinh don

1é va dé xuit mot khung hgp nhét tan dung sic manh bd trg clia ca hoc sau va céc thuat toan boosting hién dai.



4 Giai phap phong thu xam nhap quy moé Ién
dua trén Al véi chién ludc cAm nhan luong
va suy luan t6 hdp song song

4.1 Phéat biéu bai toan

Cac m6 hinh truyén théng diya trén chi ky hodic hoc sau don 1& bi han ché béi do tré va kha ning thich tng,
thudng cho hiéu nang kém trudc cic cudc tan cong dang phét trién trong cic mang quy mé 16n. Pé khic phuc nhing
van dé nay, ching toi dé xudt NetIPS, mot hé théng phong chéng xam nhap chti dong tich hgp cdm bién ludng, suy

luan song song va kién tric nhe trong khong gian ngudi dung.

4.2 Dé xuat khung phat hién xam nhap toan dién

4.2.1 Huéng tiép can

Phuong phap phat hién xam nhap toan dién cla ching t6i sit dung phan tich dya trén Al chuyén sau dé nhan dién
hanh vi bat thudng va cac chit ky ctia nhitng cudc xam nhap truée do6, goi 1a APELID, nhu minh hoa trong

v?a[ﬁl

4.2.2 Phéat hién xam nhap dwa trén hoc té6 hop song song

Hai y tudng da thiac day phuong phap phat hién xam nhap cla ching toi: cach tiép can hoc ensemble va tinh
todn song song. trinh bay thuat toan PELID cta ching to6i.

4.2.3 Chién lugc phat hién xam nhap thdi gian thuc dya trén Al
Déi véi luu lugng mang quy mo 16n, viéc phan tich chuyén sau chic chin sé gay ra tinh trang nghén trong IDPS.
Do dé, chiing t6i dé xudt mot chién luge hieu qua dé cdm nhan céc ludng luu lugng. Cu thé, ching toi kiém soat

chién luge 1dy mAu phéan tich chuyén sau theo chu ky bing cach sit dung 6 bién: DIcycle, DICain, DICyax, va
DIwindow, DIW in, DIWrazx.

4.2.4 Phat hién ma doc bang phuwong phap Sandbox

Dé nang cao kha nang phat hién cic tép mé doc dudce truyén qua mang, gidi phdp APELID ma ching toi dé
xuat duge tich hgp véi mot MalwareAnalyzer dia trén phuong phap sandbox, nhu minh hoa trong

minh hoa chién lugc ciia chiing t6i dé phan tich va nhan dién tép ma doc nay.

4.3 Thuc nghiém va danh gia

1. RQ1: Viéc két hop nhidu moé hinh Al trong PELID, bao gom ca ML truyén théng va DL, c6 gitip nang cao
hiéu nang phét hién xam nhap mang va gidm thoi gian phan tich hay khong?

2. RQ2: Khi trién khai he théng IDPS inline trong mang ndi bo véi luu lugng 16n, ligu né c6 da nhanh dé thuec
hién phan tich chuyén sau cac ludng mang phuc vu phat hién xam nhap bing moé hinh Al dudc tao ra ti
phuong phap APELID, nhim ddm bao xit 1y ludng mang theo thsi gian thyc hay khong?

3. RQ3: C6 thé trién khai phat hién tép méa doc trong hé théng IDPS inline két hop véi phan tich chuyeén sau
dya trén mo hinh AI hay khong?
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Hinh 4.1: Kién tric ctia hé thong phat hién xam nhap tong thé

Algorithm 4.1 Holistic intrusion Detection by flow sensing strategy and deep analysis

Input: f - Traffic In Flow, S - Signature Set, Sensing - perform Al-powered deep analysis or not, F' - Files that transfer between network.
Output: f, msg, S - (Traffic Out Flow; Alert Message; Updated Signature Set)

! action + RuleBasedDetector(f, S)
I ToCget <+ 0

if action = Drop/Reject then
Drop/Reject(f)
msg ' Critical Attack’
return (none, msg, S)
else if action = Alert then
msg «' Alert_based_on_Signature’

. else if action = Pass then

11:

SOXNPTE W

msg < None

else if Sensing = True then
(Mm3ggeep 10Cgeep) + DeepAnalyzer(f)
ToCget + IToCget U Iocdzap

i end if
! for eacht € F do

(msgg, IoCt) <+ MalwareAnalyzer(t)
ToCget < ToCget U ToCy

! end for
IS+ SUToCget
! return (f, msg, S)

> Drop/Reject flow due of a detected critical attack

> Generate an alert
> Stop further inspection of the flow
> f does not match any rules, then Al-powered deep analysis is triggered by the sensing mechanism

> Inspect F deeply by PELID and return a message and new IoC if an intrusion attack is detected.

> Update ToCge¢ with new indication of compromise IoCjeep

> Analysis t deeply by Sandbox return a message and new IoCy if an malware file is detected.
> Update ToCget with new indication of compromise IoCy

> Update S with new indication of compromise IoCg ¢

4.3.1 Két qua thuyc nghiém

Benign X 0107070770
0% 0% | 0% | 0% | 0%
Bot 0O[0]0[0]0
0% L0%% 0% L 0% L0%%
BruteForce-Web rAAnANAN
BruteForce-XSS 06% U(t]%’ 08/2 06%’ 08/“ Dos
O
DDOS-HOIC 0% 0% | 0% | 0% | 0%
EDDOS-LOIC-UDP 01010710710
< ’ 0% 0% 0% | 0% | 0% | 0% Probe
3 0710 O[o[1l[0]0 )
DoS-GoldenEye <
] 0% {0% | 0% | 0% 0% 0% 0% <
& 3.
Dos-Hulk 0%10% 0% 0% 0% 0% | o I 0% 10% = R
§ =}
DoS-SlowHTTPTest | 407 | 607 | 09% | 0% | 0% | 0% | 0% | 0% &
DoS-Slowloris | O[O OTOTOTOTOT0 U2R
0Sm3IOWIOTIS 1 09% 1 0% | 0% | 0% | 0% | 0% | 0% | 0%
Infiltration 1010107070707 0
0% 0% 0% | 0% | 0% | 0% | 0% | 0% Benign
SQL-Injection | O [ O[T 131010 T0T0
0%10% [1%19%10% 0% 10% 0% | 0%

Béng 4.1: (a) Ma tran nham lan ctia PELID trén CSE-CIC-IDS2018; (b) Ma tran nham lan

Predicted Label

(a)

NSL-KDD.

Predicted Label

(b)

ctua PELID trén

Két qua thuc nghiém cta tap dit lieu CSE-CIC-IDS2018

Két qué chi tiét ctia thi nghiem trén bo di lieu CSE-CIC-IDS2018 duge minh hoa trong phan dau ciia
vA ma tran nham lan thé hién trong[Table 4.1a
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Algorithm 4.2 PELID: Parallel Ensemble Learning-based Intrusion Detection

Model: XGB, GBM, CBT, BME, DNN - XGB, GBM, CBT, BME and DNN trained model, and their ensemble weight w; where Z‘?:1 w; = 1.
Input: f - traffic flow.

Output: (msg, R) - (alert messages; new generated rules)

R+ 0

F « Featurize(f) > Extract features of traffic flow f.
Fin < Normalize(F) > Perform the feature engineering: remove unused features and normalize the rest.
Cats «+ [DstPort, Protocol] > Categorical variables
Conts «+ Fin \ Cats > Continuous variables
Perform in parallel five processes P1, P2, P3, P4, P5:

Pl: pXGB «+ XGB.predict(Cats, Conts) > Perform the prediction using XGB.
P2: pGBM <« GBM.predict(Cats, Conts) > Perform the prediction using GBM.
P3: pCBT « CBT.predict(Cats, Conts) > Perform the prediction using CBT.
! P4: pBME <+ BME.predict(Cats, Conts) > Perform the prediction using BME.
: P5: pDNN < DNN.predict(Cats, Conts) > Perform the prediction using DN N.

! Wait P1, P2, P38, P4, P5 finished.
! scores « (pPXGB * wy + pPGBM % wy 4+ pCBT % w3 + pBME % wy + pDNN * wg)

! FC < scores.argmax(axis = 1) > Get the flow predicted label.
¢ if FC! =0 then > Classified as network attacks
msg + Alert(FC, f) > Generate an alert by using metadata from the flow f; set alert category being as predicted label.
R « RuleGenerator(FC, f) > Generate a new signature based on its indicator of compromise.
! end if

! return msg; R

Algorithm 4.3 Malware Detection

Input: F - New files transferred in network and accumulated in FileStore folder.

Output: (msg, R) - (Alert Message, New Rules generated based malware detected files).

Ready <+ Wait Sandbox Ready > Blocking-function until Sandbox is ready.

! IngestFiles(F) > Send F in the FileStore folder to Sandbox
score = HybridAnalyzer(F) > Determine the overall score of both static and dynamic analysis.
if score > 7 then > Critical suspicious file
R <+ RuleGenerator(F) > Update the rule to block connection.

msg + ‘Detected_Malware_Files’

return msg, R

! end if

Két qua thyc nghiém cia tap dit lieu NSL-KDD

Phan thit hai ctia [Table 4.2|trinh bay két qua thyc nghiem trén bo dit lisu NSL-KDD, va [Table 4.1b| minh hoa

ma tran nham lan ctia mo hinh PELID.

Két qua thyc nghiém san tim ma doc

FTP —
ra = Sequence
Database 1746 = Parallel
I 251.8 —, Baseline

DS2
‘ Bl 234.3

[ 445.5

Sandbox

DS1

I 950.5
I | 2.7

Attacker

(a) (b)

Hinh 4.2: (a) Kich ban sén tim mé doc; (b) So sanh thoi gian xi¢ Iy ciia PELID (ms).

Kich ban nay bao gom hai mang hoan toan tach biet: Mang DMZ (bao gdm Web server (HTTP va FTP), Mail

Server (SNMP), va Attacks-Network), nhu minh hoa trong |[Figure 4.2al Chiing t6i da so sanh két qua thuc nghiem

v6i Virus Total (VT), dugce trinh bay trong [Table 4

3

4.3.2 Danh gia tac dong

Hiéu qua cta PELID trong phat hién xam nhap

So sanh véi cdc mé hinh AI don 1é, nhu minh hoa trong [Table 4.2 Nhitng két qua nay cho phép ching toi tra 15i

RQ1: viéc két hop nhiéu mé hinh Al trong PELID gitip cai thién kha ning phat hién xam nhap mang.
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Bang 4.2: Danh gi4 cac mo hinh AT dya tréen PELID (tinh theo %)

) CSE-CIC-IDS2018 | NSL-KDD
Metric
XGB CBT GBM BME DNN PELID | XGB CBT GBM BME DNN PELID
F1 99.77 99.92 99.95 99.77 97.75 99.99 99.48 99.21 99.48 99.48 98.00 99.63
Acc 99.76 99.92 99.96 99.98 97.54 99.99 99.49 99.22 99.56 99.43 98.07 99.65
Prec 99.83 99.93 99.96 99.98 98.20 99.99 99.49 99.21 99.49 99.41 98.03 99.65
Rec 99.76 99.92 99.96 99.98 97.54 99.99 99.49 99.22 99.49 99.43 98.07 99.65
FPR o] o] 0.03 (0] 0.13 o] 0.67 1.27 0.63 0.77 1.22 0.37
FNR o 0.01 o (o] 1.37 o 0.37 0.39 0.30 0.32 2.26 0.34
AUC 100 100 99.99 99.99 98.69 100 99.99 99.98 99.99 99.89 99.85 99.99
2 o . e
Bang 4.3: Két qua san tim ma doc Béang 4.4: So sanh APELID véi cac
phuong phap SOTA (tinh theo %)
N Malware Type  Hash VT APELID
1 QuasarRAT Lexe 832ab3a898d188426d3541e1533b55f9  56/68  Yes
2 Loki xlsx  |5b6aec60c3bed724f7980a65920653 1a 29/58  Yes
3 STRRAT jar 2199150e7d79d0e831cdad14cTce656 28/62  Yes CSE-CIC-1DS2018
4 AsynRAT .doc da6419e4d4e4528990898bcfdaas8be01 32/60  Yes APELID (our) 09.00  ©9.99
5 SnakeKeylogger -exe 715b0f6390bad387a4155c1d59a3669c.  49/69  Yes MMM-RF [jMMM-RF22] 99.08 _
6 AgentTesla Lexe 5c590fch32aedecl6532aa85Teec28b5 40/66  Yes GAN-RF [art Lee 2021] 09.83  98.68
7 OskiStealer xlsx 629203346218dded19d0a8aldee24023 20/59 Yes KNN-MQBHOA [article Ghanbar 2023] 99.78 99.56
8 NanoCore .exe 4bael8ac4a73ff38f7ed718365e6c2b2 41/67 Yes HDLNIDS [article Qazi_ 2023] - 98.90 98.63
9 DanaBot .exe 5f4731a4ef7d1484893213caaf6a6685 42/69 Yes CNN [IJNC293] - - 98.17 95.00
10  DCRAT Lexe ca800644b9dfd027807447fdd9824 1aa, 50/68  Yes AUE [00052] 97.90  98.00
11 YellowCockatoo .dil df7b2ece343c52df774d 72120209009 51/69  Yes miniVGGNet [00004] 96.99  97.46
12 RemoteManipulator  .exe 4c5649e9b9a2d9997ac2600a804e0aeb|  41/68  Yes
13 Pony Lexe ab468a5b5cd9470c0895097efa2a687f 63/71  Yes NSL-KDD
14 Stealc Lexe cea30f806e644cebed8399eefada5es 1 4771 Yes
15  njRat Lexe b17414d6949c2e013del4fdc268cfc89 65/71  Yes APELID (our) . 99.65  99.65
16  RedLineStealer .exe 8a61e10948c23a9a5c353d28b8738490]  35/71  Yes KNN-MQBHOA l[article_Ghanbar_2023]  99.00  99.00
17 Guildma .zip 8a61e10948c23a9a5c353d28b8738490 35/71  Yes FFO-PNN [J_ Alexandria_2023] 98.99 96.97
18 Gozi s 1df2e7a13459223b2cc55b93744add77 24/71  Yes DLNID [art _Fu_2022] . 90.73 86.38
19  DarkTortilla .exe 1c354a83f81063dc75612a9a7bd51225 54/71  Yes GMM-WGAN-IDS [art_ Cui_2022] 86.59 88.55
20  VectorStealer xlsx 5b47098al17ecd534del5df03b12beach 40/71  Yes Adaptive-Ensemble [art_Gao_ 2019] 85.20 86.50
CAFE-CNN [art_Shams_ 2021] 83.34  85.35

Hiéu qua ctia PELID vé mat thsi gian xit 1y

Figure 4.2b|cho thay thoi gian du doan trung binh ctia PELID, v& cac két qua thyc nghiém trong Bang u da
giai quyét dugec RQ2 va RQ3.

4.3.3 So sanh v6i cac phuong phap hién nay

Table 4.4 chting minh ring APELID vugt troi hon so v6i SOTA va dat diém sb cao nhat trén tat cd cac chi sb
dénh gia, tir d6 tra 1oi cho RQ1.

4.4 NetIPS: Trién khai Hé théng phat hién va phong ngita xam

nhap mang

4.4.1 M5 hinh trién khai

Kién tric dugc minh hoa trong v dugce chia thanh ba 16p. Lép duéi cing 14 phan cing mang, bao
gdm SmartNIC (bo ting tdc mang) vi céc giao dién mang truyén théng, duge sit dung dé phan tich lwu lugng va
quan ly NetIPS.

4.4.2 St dung Hyperscan trong phat hién dwa trén tap luat

Trong Bo phat hién dya trén luat (Rule-based Detector), ky thuat Hyperscan duge st dung dé nang cao hieu
qué cua quéa trinh so khép tap luat. Phuong phap nay cho kha nang so khép hiéu qua hon so véi cac phuong phap
khéc (ching han nhu Aho-Corasick, Boyer-Moore).
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Hinh 4.3: Kién tric NetIPS dua trén APELID

4.4.3 Tang téc Phat hién Xam nhap duya trén Al trong khéng gian ngudi dung

Trong NetIPS, viéc xit Iy g6bi tin duge t6i wu héa bing cach thay thé NIC truyén thdng bing Napatech SmartNIC
va tan dung thu vien DPDK dé bé qua chi phi xit 1§ ciia kernel, tit d6 giam chuyén ngit canh va do tré.

4.5 Tém tat chuong

Chuong 4 gidi quyét thach thitc then chét trong viéc trién khai cdc he théng phat hién va phong chéng xam
nhap duya trén Al trong cic mdi trudng thuc té quy mé 1én, noi cac yéu cau vé hiéu nang thsi gian thyc, kha ning
mé rong va do tin cay trong van hanh dugc dit len hang dau. Dya trén cac cai tién vé dit liéu va mo hinh ensemble
dugc phat trién trong cac chuong trude, chuong nay gidi thiéu va danh gid mot kién tric toan dién cho gidi phap
phong thtt mang thyc tién v6i thong lugng cao.



Két luan va Huéng nghién citu tuong lai
Doéng gép chinh

e D& xuit mot pipeline hoc méy vdi tang cudng dit ligu va t6i wu héa dic trung (tang cudng bing WGAN +
t6i wu héa dic trung dua trén SHAP) nhidm can béng va nang cao chit lugng bo dit lieu huan luyen, tit d6
cai thien kha ning phat hién cac tdn cong thudc 16p thidu sb.

e Giéi thieu khung suy luan tuong hd gitta deep learning va boosting, giip ting cudng do chinh xac va kha nang
chdng chiu ctia cac hé théng phat hién xam nhap vd ma doc.

e Dé xuét giai phap gidi quyét diém nghén di liéu trong phong chéng xam nhap mang quy mo lén thong qua
chién Iuge cdm nhan ludng dit lieu dua trén khodng thoi gian va tan suit, két hop véi qua trinh suy luan song
song cla cidc mo hinh deep va boosting tuong hd.

e Tich hgp cac phuong phap dudc dé xuat vao hé thdng NetIPS phét hién va phong chéng xam nhap theo thai
gian thyc, tan dung cdc mo hinh dya trén Al & tang ngudi ding dé xt 1y luu lugng 16n (quy md doanh nghiep
va ISP), gitip hé théng phit hop v6i trién khai thyc tién.

Han ché cta Luan an

Mic dit nghién citu da dat duge nhitng két qua diy hita hen, nhung ciing can thita nhan mot sé han ché sau:

e Tit ca cac thit nghiem dugc tién hanh trén cac bo dit lieu ¢b dinh da duge chudn bi sin, diéu nay c6 nghia la
chiing t6i chua danh gia duge mitc do thich tng cia md hinh trong céc tinh hudéng thuyc té hoic khi dit lidu
thay ddi theo thoi gian.

e Thanh phan NetIPS chua dugc kiém ching rong rai trong nhiéu kich ban thuc té khac nhau. Dac biét, chua
c6 céc danh gia toan dien vé hiéu nang phan citng va tinh kha thi khi trién khai trong cic mang sin xuét quy
mo l6n.

e Thiét ké thi nghiem hién tai chua bao gom céc nghién ctiu cit bé (ablation studies) dé dinh lugng mic déng
g6ép clia titng thanh phan hoac k§ thuat d6i v6i hieu nang tdng thé. Cac danh gia nhu vay cé thé cung cip
thém chi tiét vé hiéu qua ciia hé thdng va dinh huéng cho viéc t6i wu héa trong tuong lai.

e Cac mo6 hinh chti yéu duge huén luyén trén dit lieu mang c¢6 cau tric hoic dit lisu PE. Nhitng vecto tan cong
phiic tap hon nhu luu lugng dude ma héa, ma doc nhiéu giai doan hodc tan cong chudi cung tng chua nim

trong pham vi clia nghién citu nay.

Dinh huéng nghién citu trong tuong lai

Duya trén nhitng nén tang dudce xay dung trong luan an nay, mot s hudng nghién citu ¢6 thé duge tiép tuc kham

pha nhu sau:

e Hoc tryc tuyén va hoc lién tuc: Tich hgp cac phuong phap hoc tric tuyén va huin luyén gia tang (incremental
retraining) vao pipeline phéat hién c6 thé gitip mé hinh thich ting véi cdc mbi de doa dang phat trién va xit 1y
hiéu qua hon trong moi trudng dong.

e Da dang héa ngudn dit lieu: Céc hé théng trong tuong lai c6 thé khai thac nhiéu loai dit lieu khac nhau nhu
hanh vi clia may chii, cdy tién trinh, hoat dong ciia ngudi duing, cling nhut cdc mau trong luu lugng duge ma
héa, tat ca trong mot khung phat hién théng nhat.

e Tich hgp phdn tng vh phong thi ty dong: Nang cao hé thdng phat hién bing cac hanh dong titc thsi nhu
ty dong chian méi de doa, cap nhat luat, hodc wu tien canh bao c6 thé két ndi viec phat hien don thuan véi
phong thi cht dong.

e Nang cao kha nang giai thich: Xay dung cac cong cu don gian, dé sit dung dé giai thich cach thiic hoat dong
ctia he théng Al, dic biét 1 cho cac hé thdng dau cudi, sé gitip tang cudng niém tin va hd trg cadc nha phan

tich an ninh lam viéc hiéu qué hon véi cong cu Al
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