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11. Summary of the new findings of the thesis:  

- Proposed a machine learning pipeline combining data augmentation and feature 

optimization (WGAN-powered augmentation + SHAP-based feature optimization) to 

balance and enhance the quality of the training dataset, thereby improving the detection 

capability of attacks targeting minority classes; 

- Proposed a mutual deep + boosting inference framework that enhances the accuracy 

and robustness of intrusion and malware detection systems; 

- Proposed a solution to address data bottlenecks in large-scale network intrusion 

prevention by adopting a flow sensing strategy based on time intervals and frequencies, 

and parallelizing the inference process of combined deep + boosting mutual inference 

models; 

- Integrated the proposed methods to deploy the real-time intrusion detection and 

prevention system NetIPS, capable of AI-based detection in user space, supporting real-

time large-scale traffic processing suitable for enterprise or ISP networks. 



12. Practical applicability, if any: The Intrusion Detection and Prevention System 

(NetIPS) can be deployed in large-scale networks, supports real-time detection, and 

integrates signature-based techniques, machine learning, and behavioral analysis. 

13. Further research directions, if any: Extending NetIPS evaluation to large-scale real-

world networks with diverse attack scenarios and hardware performance considerations 

and optimizing practical deployment. 
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